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Our e-Safety Policy has been written by the Head Teacher, taking in to account government guidance. 
It has been agreed by the senior management team. The e-Safety Policy and its implementation will be reviewed annually. 

This Policy is to be read in conjunction with the Mobile Phone and Recording Device Policy, Web Filtering Policy, Child on Child Abuse Policy, Protecting Students from Radicalisation Policy, and Prevent Duty Risk Assessment
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The importance of Internet use
•	The purpose of Internet use in school is to raise educational standards, to promote student achievement, to support the professional work of staff and to enhance the school’s management functions.
•	Internet use is part of the statutory curriculum and a necessary tool for learning.
•	Internet access is available for all students providing they show a responsible and mature approach to its use. It can be withdrawn if and when misused.
•	The Internet is an essential element in 21st Century life for education, business and social interaction. The school has a duty to provide students with quality Internet access as part of their learning experience. 
•	Students use the Internet widely outside school and will need to learn how to evaluate Internet information and to take care of their own safety and security.

Benefits of the Internet to education
•	Benefits of using the Internet in education include:
•	access to world-wide educational resources including museums and art galleries;
•	vocational, social and leisure use in libraries, clubs and at home;
•	access to experts in many fields for students and staff; 
•	professional development for staff through access to national developments, educational materials and effective curriculum practice; 
•	collaboration across support services and professional associations;
•	improved access to technical support including remote management of networks and automatic system updates;
•	exchange of curriculum and administration data with the DfE;
•	access to learning wherever and whenever convenient.


Using the Internet to enhance learning
•	The school Internet access will be designed expressly for student use and will include filtering appropriate to the age of students. 
•	Students will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. 
•	Internet access will be planned to enrich and extend learning activities. Access levels will be reviewed to reflect the curriculum requirements and age of students.
•	Staff should guide and supervise students in on-line activities that will support the learning outcomes planned for the students’ age and maturity.
•	Students will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.
•	

Evaluation of Internet content
•	The school will ensure that the copying and subsequent use of Internet derived materials by staff and students complies with copyright law.
•	Students should be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.
•	Students will be taught to acknowledge the source of information used and to respect copyright when using Internet material in their own work. 
•	The evaluation of on-line materials is a part of most subjects. 
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In the event of an extended school closure and for homework purposes, the school will provide continuity of education in the following ways:
 a) Regular direct instruction from teaching teachers, with the ability of students to ask questions online (via teams) 
b) The setting of work that students complete, written responses (if relevant) completed electronically c) The assessment of specific assignments that are submitted to teachers electronically and on which feedback is provided.

Students and teachers are expected to have access to the internet whilst at home; the school recognises that many families may not have home printers and will therefore not require the printing of material. 

The extent to which different methods of instruction are employed is likely to be determined by the length of any school closure and the ability of both students and teachers to participate in remote learning. For shorter closures, for example, teachers may set work on Teams for submission in person once the school has reopened. For longer closures, teachers would make more use of live sessions (see specific guidance below and appendix) and electronic assessment. The school reserves the right to vary the range of methods used to provide remote learning tasks, feedback and interaction, based on the particular circumstances of any closure and based on our experience.

School may arrange for teaching teachers to deliver content in a ‘live’ manner (either by text or audio and/or visual means). Microsoft Teams allows for resources to be shared, teachers to provide exposition, and students to ask questions in ‘real-time’. Students will be provided with details sessions, and will be expected to participate in them if they are asked and able to. Live sessions can be particularly helpful as they can facilitate contemporaneous communication, with students able to respond to teachers’ questions (and ask them) via the conversation functionality in teams and meet. In a live session, there is no need for teachers or students to broadcast audio or video, as the text (conversation) function is adequate. Teachers providing “Live” sessions or using Teams to communicate with students are required to let the DSL know of these sessions, have an additional adult in the session or record the session.

While using online learning, students, parents/carers and teachers are reminded that the school’s Safeguarding Policy still applies to all interactions between students and teachers. In that policy, there are specifically prohibited behaviours and reporting obligations to which teachers must adhere, whether they are at home, in the community or at school.
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Information system security
•	Security strategies will be discussed with the Schools’ ICT Support team regularly.
•	The schools server will be backed up to an offsite location each night. This is managed by centralised ICT support at Head Office. 
•	Anti-Virus protection will be updated regularly.
•	The security of individual staff and student accounts will be reviewed regularly.
•	The administrator account password will be changed if it becomes known. 
•	Computers (including mobile devices or additional hardware) may not be connected to the school network both physically or wirelessly without specific permission
•	Personal data sent over the Internet will be encrypted or otherwise secured. 
•	Portable media may not used without specific permission followed by a virus check.
•	Computers (including mobile devices) may not be connected to the school network both physically or wirelessly without specific permission
•	Unapproved system utilities and executable files will not be allowed in students’ work areas or attached to e-mail.
•	Files will not be moved or removed from a shared folder without specific permission
•	Personal data will not be stored on school servers without specific permission Files held on the school’s network will be regularly checked.
•	Software will not be installed/removed from computers without specific permission
•	The network manager will review system capacity regularly.
•            Staff supervising ICT use are aware of Prevent Duty, and the school approach to Prevent concerns
•            Any Prevent concerns encountered while using ICT to be reported to the Specific Point of Contact

E-mail
•	Students may only use approved e-mail accounts and these are set up and managed by the ICT co-ordinator for use as part of their course of study.
•	Students must immediately tell a teacher if they receive offensive e-mail. This will be covered within the e-safety curriculum
•	Students must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission.
•	Whole-class or group e-mail addresses should be used in the primary area.
•	Access in school to external personal e-mail accounts may be blocked.
•	Excessive social e-mail use can interfere with learning and will be restricted.
•	E-mail sent to external organisations should be written carefully and authorised before sending, in the same way as a letter written on school headed paper. 
•	The forwarding of chain letters is not permitted


Management of published content
•	The contact details on the website should be the school address, e-mail and telephone number. Staff or students’ personal information must not be published. 
•	E-mail addresses should be published carefully, to avoid spam harvesting.
•	The Head Teacher, in conjunction with Outcomes First Group will take overall editorial responsibility and ensure that content is accurate and appropriate. 
•	The website should comply with the school’s guidelines for publications including respect for intellectual property rights and copyright.



Publishing of student images
Students also need to be taught the reasons for caution in publishing personal information and images in social publishing sites 
•	Images that include students will be selected carefully and will not enable individual students to be clearly identified without permission from Adult with PR
•	Students’ full names will not be used anywhere on the website, particularly in association with photographs 
•	Written permission from parents or carers will be obtained before images of students are electronically published by the school.  All parents and carers are sent consent forms regularly and a database of permissions updated.
•	Written permission from the school should be obtained before students or parents/ carers publish images taken from the school website or of school events.
•	Work can only be published with the permission of the student and parents/ carers.

Management of social networking and personal publishing
Examples include: blogs, wikis, Facebook, Twitter, Instagram, Windows Live Spaces, MSN space, forums, bulletin boards, multi-player online gaming, chatrooms, instant messenger and many others.

•	The school will block/ filter access to social networking sites.  
•	Newsgroups will be blocked unless a specific use is approved.
•	Students will be advised never to give out personal details of any kind which may identify them and / or their location.  Examples would include real name, address, mobile or landline phone numbers, school attended, IM and e-mail addresses, full names of friends, specific interests and clubs etc.
•	Students should be advised not to place personal photos on any social network space. They should consider how public the information is and consider using private areas. Advice should be given regarding background detail in a photograph which could identify the student or his/her location e.g. house number, street name or school.
•	Teachers should be advised not to run social network spaces for student use on a personal basis. Teachers are advised that the Company does not authorise personal blogs to be linked to the school. Please see Outcomes First Group Internet Usage policy. 
•	Students should be advised on security and encouraged to set passwords, deny access to unknown individuals and instructed how to block unwanted communications.  Students should be encouraged to invite known friends only and deny access to others.
•	Students should be advised not to publish specific and detailed private thoughts.
•	Students should be aware that bullying can take place through social networking especially when a space has been setup without a password and others are invited to see the bully’s comments.  

Web Filtering
•	The school will work with Head Office and external organisations as relevant to ensure that systems to protect students are reviewed and improved.
•	If staff or students discover unsuitable sites, the URL must be reported Via alerting a member of staff and this being forwarded to the IT SUPPORT Email Address
•	Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable. 
•	Any material that the school believes is illegal must be reported to appropriate agencies such as IWF or CEOP (addresses later). 
•	The school’s filtering strategy will be designed by educators to suit the age and curriculum requirements of the students, advised by engineers.

Emerging Technologies
•	Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed.
•	Mobile phones will not be used during lessons or formal school time. The sending of abusive or inappropriate text messages is forbidden. See Mobile Phone Agreement and Lamledge School Mobile Phone Policy
•	Staff will be issued with a school phone where contact with students or Parent Carers is required. EG Duke of Edinburgh, School Visits with Post 16


.
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Authorisation to use the Internet

•	The school will maintain a current record of all staff and students who are granted access to the school’s electronic communications. 
•	All staff must read and be aware of the implications and processes in the Outcomes First group Internet Usage policy for internet usage before using any school ICT resource.
•	At Key Stage 2, access to the Internet will be by adult demonstration with some directly supervised access to specific, approved on-line materials.
•	Secondary students must apply for Internet access individually by agreeing to comply with the e-Safety Rules. 
•	Parents will be informed that students will be provided with supervised Internet access. 

Risk Assessment
•	The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the global and connected nature of Internet content, it is not possible to guarantee that access to unsuitable material will never occur via a school computer. The school nor Outcomes First group can accept liability for the material accessed, or any consequences resulting from Internet use.  
•	The school audits ICT use to establish if the e-safety policy is adequate and that the implementation of the e-safety policy is appropriate. 
•	Methods to identify, assess and minimise risks will be reviewed regularly, as well as individual student risk assessments in relation to internet usage

E-safety complaints procedure
(See also Response to an incident of concern, appendix 1)
•	Complaints of Internet misuse will be dealt with by a senior member of staff.
•	Any complaint about staff misuse must be referred to the Head Teacher.
•	Students and parents/ carers will be informed of the complaints procedure.
•	Parents/ carers and students will need to work in partnership with staff to resolve issues.
•	Discussions will be held with the local Police Youth Crime Reduction Officer to establish procedures for handling potentially illegal issues, Guidance will also be sought from CEOP
•	Sanctions within the school discipline policy include:
־	interview/ counselling by Tutors or SLT; 
־	informing parents or carers;
־	removal of Internet or computer access for a period.
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Introduction

Consideration must be given as to the curriculum place for teaching e-safety.  
Is it an ICT lesson activity, part of the pastoral programme or part of every subject?  Or all of these?
Useful e-safety programmes include:
־	Think U Know; currently available for secondary students.  (www.thinkuknow.co.uk/)
־	Grid Club  www.gridclub.com
־	The BBC’s ChatGuide:  www.bbc.co.uk/chatguide/
•	E-Safety rules will be posted in rooms with Internet access. 
•	Students will be informed that network and Internet use will be monitored. 
•	An e-safety training programme will be introduced to raise the awareness and importance of safe and responsible internet use. 
•	Instruction in responsible and safe use should precede Internet access.
•	An e-safety module will be included in the PSHCE and ICT programmes covering both school and home use.

Staff sharing of e-safety policy
•	All staff will be given the School e-Safety Policy and its application and importance explained.
•	Staff should be aware that Internet traffic can be monitored and traced to the individual user.  Discretion and professional conduct is essential. 
•	Staff that manage filtering systems or monitor ICT use will be supervised by senior management and have clear procedures for reporting issues.
•	Staff training in safe and responsible Internet use and on the school e Safety Policy will be provided as required. 

	Parental involvement
•	Parents/ carers’ attention will be drawn to the school’s e-Safety Policy in newsletters, the school prospectus and on the school website.
•	Internet issues will be handled sensitively, and parents/ carers will be advised accordingly.
•	A partnership approach with parents/ carers is well established and encouraged. 
•	Advice on filtering systems and educational and leisure activities that include responsible use of the Internet will be made available to parents/ carers.
•	Interested parents will be referred to organisations listed in section 6 
e-Safety Contacts and References.
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Appendix 1A concern is raised

What type of 
activity is involved?
(Use screening tool)
Illegal
Incident closed 
(Is counselling or advice required?)
Neither
Who is involved?
Inappropriate
Establish level of 
concern.
(Screening tool)
Establish level of 
concern.
(Screening tool)
Establish level of 
concern.
(Screening tool)
Child as 
instigator
Child as 
victim
Possible 
legal action
Potential 
illegal or child protection
 issues?
Manage allegation procedures
In-school action:
designated CP co-ordinator, 
head of ICT, senior manager.
Yes
Counselling 
Risk assessment
Refer to school’s designated child protection co-ordinator
Staff as instigator
School disciplinary and child protection procedures.  
(possible parental involvement)
Other
children
involved?
No
No
Yes
Refer to Children’s Safeguards Service
Possible 
legal action
If appropriate, disconnect computer, seal and store.
Establish level of 
concern.
(Screening tool)
Staff as victim
Response to an Incident of Concern
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